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Attack frequency and impact is increasing

Nov. 2019 Detect and Respond to Cyber Threats accross OT and IT

Attacks impact the business, but more important: attackers target business and safety

ÁProduction outage

Á50k employees affected

DAIMLER-CHRYSLER

ÁDamage to Iranôs nuclear 

program

STUXNET

ÁRansomware attack

ÁHuge outage

Áú300M Damage

MAERSK

ÁDispatch system outage

ÁManual dispatching of 

emergency services

ÁRansomware attack

BALTIMORE

ÁRansomware attack

ÁOutage forced manual 

operations

NORSK HYDRO

2005 2010
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2017 20192018

ÁPower outage

Á230k people affected

UKRAINE POWER GRID

2015

ÁIndustrial espionage

ÁLong defence battle

ÁAttack on steel plant

THYSSEN KRUPP
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Vulnerability and Attack Trends Analysis
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Comparing vulnerability and attack trends indicate corporate systems see most attacks;

providing access for threat actors to exfiltrate data and infiltrate industrial networks
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Control Zone (Sensors, Actuators)

Safety Zone
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Basic Control Zone (PLC, RTU)
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Supervisory Control Zone (SCADA, HMI, Engineering W/S Historian)
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Operations Zone (Servers, Workstations)
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Demilitarized Zone (Application Servers, Infrastructure)

Level 4
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Level 5
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VULNERABILITY DISCLOSED CYBER ATTACKS
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Achieving a complete picture across OT and the entire enterprise
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Attackers do not distinguish between OT and IT

DETECTION AND RESPONSE IN OT/IT ENVIRONMENTS

SOC ïDefense Center

Data from
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ÁEndpoints, Servers, é.

ÁApplication/Transaction

ÁVulnerabilities

Data from

ÁPassive OT Monitoring

ÁSecurity Infrastructure
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Data from
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ÁSecurity Infrastructure

ÁApplication/Transaction

ÁVulnerabilities
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Asset Discovery 

Communication Profile

Vulnerability Assessment

Threat Detection 

Efficient Compliance

Threat Modelling



More visibility and threat detection across IT and OT.
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Collectors, Sensors, and Scanners on all levels (Purdue Model)
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Live Hacking Session
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Watch live offense and defense in OT at booth 9

Stirrer

Fan

Temperature

1

3
2

1 Monitor 2 Detect 3 Protect


