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Detect and Respond
to Cyber Threats across OT and IT
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Wolfgang Kiener

TUVRheinland®

Global Head, Advanced Threat Center of Excellence Precisely Right.



Attack frequency and impact is increasing

Attacks impact the business, but more important: attackers target business and safety
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Vulnerability and Attack Trends Analysis

Comparing vulnerability and attack trends indicate corporate systems see most attacks;

providing access for threat actors to exfiltrate data and infiltrate industrial networks

Level 5

Enterprise Business Zone (Internet, Servers, Corporate Applications) S ISR

Level 4

Business Unit Zone (Servers, Applications) Business Planning & Logistics

Level 3.5

Demilitarized Zone (Application Servers, Infrastructure) Ll AT EE

Level 3

Operations Zone (Servers, Workstations) Site Manufacturing Operations & Control

Level 2

Supervisory Control Zone (SCADA, HMI, Engineering W/S Historian) Area & Supervisory Control

Level 1

Basic Control Zone (PLC, RTU) EEEIE GOl 2ETEES

Level O Safety Zone

Control Zone (Sensors, Actuators) Process I/O Devices

Safety Instrumented Systems

3 Nov. 2019 Detect and Respond to Cyber Threats accross OT and IT

VULNERABILITY DISCLOSED

CYBER ATTACKS
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Achieving a complete picture across OT and the entire enterprise

Attackers do not distinguish between OT and IT
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More visibility and threat detection across IT and OT.

Collectors, Sensors, and Scanners on all levels (Purdue Model)
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Live Hacking Session

Watch live offense and defense in OT at booth 9
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